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Barun ICT Research Center Discusses Future Cooperation with the Centre
for AI and Data Governance, Singapore Management University

With the expansion of AI in various industries, international efforts are being made to address the challenges 
associated with privacy and data protection. The Centre for AI and Data Governance (CAIDG) at the Singapore 
Management University held an online seminar on August 6th under the theme "AI in Finance: Privacy and Data 
Protection Sectoral Dialogue." Beomsoo Kim, Barun ICT’s director, participated as a presenter to share the results of 
research on Korea's personal information regulation issues and AI in health.

His presentation delivered analysis on an AI speaker-based care services’ contribution to the psychological well-being 
of older adults, a project conducted by both Barun ICT Research Center and SK Telecom. The project was of interest 
to the seminar’s participants and lead to significant questions from the audience. After the presentation, participants 
discussed ways to continuously develop research related to AI and health.

Research and cooperation between the two organizations has continued since the signing of an MOU in 2019 that 
coordinated comprehensive research cooperation and professional exchanges of personnel and resources. It also 
included promoting international conferences and joint research in the field of information protection and privacy 
to ensure safe and ethical use of key technologies such as AI, big data, and block chain. Due to the experience in 
collaborating and conducting joint research activities, the two institutions were able to easily find and discuss common 
research topics via the webinar. Through further joint research on information protection and privacy in the AI era, it 
is hoped that the two institutions will overcome their geographical limitations and stimulate relevant and insightful 
research. 

 Image Sources: https://www.facebook.com/pg/smucaidg/posts/

Barun ICT Research Center conducts research on various ICT issues to explore socially desirable solutions.
Barun ICT Research Center aims to contribute to healthy and ethical ICT society.

Miyea KIM  Research Professor, Barun ICT Research Center, Yonsei University
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Covid-19 Warns of the Digital Divide 

Joohyun OH

Research Professor at Barun ICT Research Center, Yonsei University

Covid-19 has encouraged people to move more activities online to limit interpersonal contact. 

The younger generation, already accustomed to digital devices, made this shift quickly, and 

terms such as "untact," (meaning non-face-to-face engagement), and "ontact," (referring to 

online activities), were coined. However, people in their 60s and older, having less experience in 

online consumption, were forced to visit offline stores such as local supermarkets to buy masks, 

food, and daily necessities. Although related social problems had occurred in the past, such as 

senior citizens failing to get online train tickets during national holidays or being unable to access 

financial services, they were not policy priorities. However, the pandemic crisis has now made 

such problems evident.

In times of national crisis, the availability of timely information is crucial. Promptly identifying 

the movements of confirmed patients and tracing contacts as soon as possible are effective 

measures in preventing the spread of Covid-19. Accordingly, the Korea Centers for Disease 

Control and Prevention and local governments disclose information on the confirmed patients’ 

movements on their websites, through text messages, Kakao Talk, and blogs. Furthermore, public 

mask apps and applications for disaster support reduce the need to go outside. However, those 

who do not possess or do not know how to use Internet devices, such as PCs or smartphones, are 

alienated from the benefits of this information benefits.

Other countries are also acknowledging the importance of the Internet as a vital tool during 

lockdowns and social distancing, while information gaps for those who cannot use the technology 

are being highlighted. The digital divide has expanded to teenagers as well. As school classes and 

assignments are held online, students lacking digital devices like PCs and laptops, and short of 

high-speed Internet access at home, will suffer from a “homework gap” and eventually lag behind 

their classmates. Before Covid-19, students were able to use the Internet via offline classes and in 

libraries after school. However, as those public institutions with low burdens of costs closed down 

and students were encouraged to stay home, the digital divide is expected to exacerbate further 

educational gaps.  

According to Korea’s 2019 Digital Information Gap Survey, the access to digital devices by 

vulnerable groups including the disabled, the elderly, low-income individuals, and farmers 
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Image Sources: Designed by pikisuperstar, pch.vector, tirachardz/ Freepik

and fishermen, were reported to be 91.7 percent, compared to that of the general public (100 

percent). However, since such scores measure merely PCs and mobile devices per household 

and Internet accessibility, it was only when the transfer to online school was officially made, that 

the government identified and rented PCs and laptops to students from lower-income families. 

Such measurements aimed to ease the burden of data costs that occur by listening to lectures 

and alleviate the difficulty of working on documents via smartphones. However, even if the gap 

in access is resolved, students living with only their grandparents or those from dual-income 

households need assistance for actual online learning. Meanwhile, teachers also struggle in 

adapting new educational environments of online teaching. Thus, supporting online education 

and enhancing teachers’ capabilities would also be fundamental for future generations’ education 

quality. 

Covid-19 has demonstrated that inequality during the offline era, such as age, income and 

educational background, affects the utilization of online resources in terms of motivation, access, 

skills, and usage. It is fortunate that the government announced in July a plan to realize digital 

inclusion of rural areas, such as farming and fishing villages, by installing and distributing ICT 

infrastructure, improving Internet utilization, creating an environment for remote education in 

elementary, middle and high schools, and promoting digital capabilities education projects.

The prolongation of Covid-19 is bringing changes in every aspect of our lifestyles. The number 

of confirmed cases, which had been slowing down, has once again increased rapidly since August 

14th, and social distancing has been emphasized. As offline life can be put on hold at any time, 

the daily use of the Internet for education, financial transactions, and shopping is expected to 

expand. The digital divide highlighted by Covid-19 must be addressed.  
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Innovation Comes from Change

Last spring, the debate over Tada, a car rental and driver service, became controversial. 

Many played down Tada's innovation and argued that the service merely copied Uber or Kakao 

Taxi. Was this criticism warranted? Apple has also faced this every time they have released a 

new product. If that is so, how can Apple, without innovation, maintain its place as the world's 

largest in terms of market capitalization and break its own sales records every week?

 It is necessary to consider whether the critics have ever used Tada. This is a crucial distinction 

as innovation not only comes from technology but also changes in user experience. The official 

drivers of Tada never talk to the passengers unless the passenger initiates the conversation. The 

seemingly insignificant rule is considered the secret to Tada's winning 1.7 million passengers 

in just over a year. This shows that Tada understood and dealt with the inconvenience of taxi 

passengers that was hidden under the surface. Therefore, Tada’s growth is associated with the 

subtraction of uncomfortable experiences, not about adding cutting-edge technology. 

Even those who undermine Tada will say that Uber's emergence is innovation. However, 

Uber is also based on already prevalent technologies such as GPS and wireless communication. 

Furthermore, the rise of Airbnb, considered one of the most successful startups along with 

Uber, is not based on advances in technology. The realization of the previously impossible user 

experience is seen as an innovation in itself. Now we can ride in a stranger's car, and sleep in a 

stranger's house. It has made previously life-threatening experiences a daily event. What made 

this possible was not cutting-edge technology, but the system of mutual evaluation of drivers, 

passengers, hosts, and guests. Two other companies, Market Kurly's early morning delivery and 

Laundrygo's laundry delivery, also achieved success via drastically reducing delivery time by 

working during the nighttime when competitors were asleep. Therefore, while innovation takes 

place at the cutting edge of technology, it becomes more powerful when fulfilling the needs of 

users.

 Technology is a necessary, though not a sufficient, condition for innovation. The problem 

Byung Jong PARK

Callbus Lab CEO/Former IT Science reporter of Korea Economic Daily
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is that many people equate innovation with items being high-tech. This leads to putting 

the cart before the horse; the pursuit of technology without changes in user experience is 

unhelpful. The reason why Japan's dynamic random access memory (DRAM) chips industry, 

which had the world's best technology until the 1990s, collapsed in Korea is because it failed 

to overcome its high price (which lead to a negative user experience) despite the superiority of 

technology. Currently, in the display field, there is competition for pixels beyond 4K to 8K, which 

is indistinguishable to the human eye. If technology development has no influence on user 

experience, lowering prices may be the most intuitive. 

 Innovation comes from changes in user experience. It is enough to incorporate technological 

changes to the point when it can be observed by users. Apple is the number one company in the 

world not because it has the best technology, but because it is the company that is most focused 

on ensuring a positive user experience.  

The originals of external authors may not match the editorial direction of this page.
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Responsibility and Long-term Care Insurance Services
Park, S., Kim, H., & Park, C. G. (2020). Determinants of long-term care insurance applications in 

South Korea. Journal of Public Health. doi:10.1093/pubmed/fdaa094 

Sunhee PARK 

Research Professor at Barun ICT Research Center, Yonsei University

After becoming the second OECD country after Japan to 

demographically be classified as super-aged, South Korea 

implemented a long-term care insurance system in 2008 to 

improve senior’s quality of life and reduce the burden on 

family members who look after them. Under the long-term 

care insurance system, the government becomes responsible 

for the provision of welfare services, including providing 

physical and household activities assistance, to those who are 

unable to perform daily activities due to age or disabilities for 

more than six months. 

 Although the insurance system gradually stabilized after undergoing an implementation period after its launch, some desperately 

in need of long-term care did not use the system. This was due to it being difficult to access, making it necessary to investigate the 

possible reasons behind different outcomes in starting the rating process - its first step.

From an ecological point of view, health behaviors of vulnerable seniors are caused not only by their personal characteristics but 

also by their families and communities. Consequently studies on health rating processes during the application to long-term care 

insurance services needs to expand beyond the individual to the community level. When analyzing seniors, it is crucial to consider 

regional differences as sensitivity, dependency, and community influence and environment vary. 

Therefore, to investigate the determinants influencing the rating process of the long-term care services, this study analyzed 16 

municipal and provincial units based on the social ecological model and conducted a multi-level analysis at both the individual and 

community level (Figure 1). Observations were obtained via 2013 Korea Medical Panel Data, which was collected five years after the 

establishment of the insurance service. After reviewing 14,839 members of 5,200 households, 523 seniors with care providers among 

3,008 people aged 65 or older were analyzed. 

As a result, only 16.4 percent of 523 seniors who needed assistance applied for the service. Also, it was observed that those who 

were older, had higher income levels, lower subjective health conditions, more chronic diseases, and heavily burdened caregivers, 

tended to actively apply for ratings. Moreover, regional economic independence positively affected the subjects’ decision to apply.

The long-term care insurance service for the elderly eases the psychological and economic burden of families by transferring the 

responsibility to the society. However, only a very small percentage were using the system. This result shows that the use of the public 

social system is still poor when supporting the elderly - suggesting that Confucian filial piety culture still exists in the context of taking 

care of sick family members. 

However, the results do show the increase in service usage by those who struggle from high care burdens and low health 

conditions, implying that the insurance service is effective enough to enhance quality of life and reduce the burden of care, which are 

the project’s objectives. Therefore, it is important that relevant agencies and governments provide appropriate information regarding 

the services so that the elderly and their families who need the service do not fail to apply. Furthermore, given that regional economic 

independence within the community influences the application, local governments need to pay attention to the insurance service for 

its further development, utilization, and improvement. 
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BARUN ICT in Media
The Threat of “Infodemics”
[SKT Insight SKT 5GX ICT Column, Yonsei University Barun ICT Center] 2020.06.22

In March, a religious group sprayed saltwater into the mouths of church members in an attempt 

to prevent the spread of Covid-19. Doing so increased infections as the spray that they were using 

was unsterilized. The church had believed this was an acceptable practice because they had been 

influenced by an “infodemic”. Infodemic is a portmanteau of information and epidemic, which refers 

to the rapid spread of false information through the media and the Internet. The risk of infodemics 

have increased during the pandemic due to the lack of vaccines, treatments, and preventive means, 

while the desire for gaining related information remains strong. According to a survey conducted 

by the Barun ICT Research Center, university students showed high levels of action to prevent 

infodemics; 97 percent of respondents do not participate in their spread. However, more attention is needed in a society where social 

media is highly developed since information can be easily produced and spread. Therefore, it is crucial to check whether a piece of 

information is a fact and to convey official information with a clear source. In addition, individuals and countries should be able to 

minimize the adverse effects of infodemics by increasing their "disinformation awareness sensitivity."    
Source: http://www.sktinsight.com/123352

Trash Disposal for Smarter Online Consumption
[SKT Insight SKT 5GX ICT Column, Yonsei University Barun ICT Center] 2020.07.21

Covid-19 has greatly changed consumption patterns. The amount of online transactions have 

increased significantly as more and more consumers shop conveniently on PCs and mobile 

devices. However, the spread of online shopping has also increased the amount of trash as 

goods are being delivered with unnecessary packaging. In fact, in the first quarter of 2020, the 

amount of hard plastic waste increased by 20 percent, paper waste by 15 percent, and plastic 

bag waste by 8 percent compared to the same period last year. Moreover, some garbage is not 

being disposed properly. Recently, piles of illegal waste have been located. Fortunately, just as ICT 

delivered the convenience of online consumption, it also displayed smart methods of disposing 

trash. Recently, many apps have been released to help with recycling, including ones that give out points for users who properly 

recycled, make it easy to report and discharge large-scale waste, and teach how to separate and discharge waste by item. In order to 

protect the Earth and ourselves, it is time to cope wisely with waste disposal beyond mere consumption.     
Source: https://www.sktinsight.com/124030

Use of 'Ttareungi, Seoul Public Bikes' Increases 1.7 Times During Intensive Social Distancing
[Yonhap News] 2020.08.10

Users of "Ttareungi," Seoul’s public bicycle rent service, has increased since the intensive 

social distancing that was implemented due to Covid-19. According to the Barun ICT Research 

Center at Yonsei University, the average number of users per day increased about 1.7 times 

from March 22 to March 21 when social distancing was implemented for ten days. Furthermore, 

the average number of users during daily commuting hours (6 a.m. to 9 p.m.) increased by 1.8 

times and the number of weekend users by 1.6, while the number of new subscribers to the 

service tripled. The research center released its findings in the international Asia Pacific Journal 

of Public Health on the 15th of last month. The research team noted, "It proves that citizens voluntarily sought to find individual 

means of transportation to replace public transportation," adding, "In particular, the increase in the number of weekend users is a 

very desirable result in terms of maintaining the health of the people by increasing personal physical activities rather than group 

activities." However, they continued that "Even when using public bicycles, individual quarantine guidelines such as washing hands, 

wearing masks and goggles should be followed, and continuous management and inspection are needed, such as placing hand 

sanitizers in rental areas.".   Source: https://www.yna.co.kr/view/AKR20200810148700004
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The Ethics of AI Algorithms

In June 2015, the AI of “Google Photos” added the 
subtitle “Gorillas” to pictures of black men and women 
after wrongly categorizing the subject’s darker skin color. 
After significant discussion over years, the classification 
of “gorilla” was eventually entirely deleted [1]. According 
to data from the MIT Media Lab, the facial recognition 
error rate of AI according to race and gender is only 1% for 
white males; meanwhile, the error rate increases gradually 
from male to female and from white to people of color, 
reaching up to 35% for black women. This difference could 
be because most of the AI algorithm developers are white 
men between the ages of 25 and 50, which leads to the 
data learned by AI being biased toward white men [2]. 

AI's bias leads to difficult consequences. Amazon's AI 
recruitment program presented only “male applicants 
with more than 10 years of experience” as candidates for 
hiring, and the word “female” was classified as a deduction 
factor. This was the result of the AI learning the patterns of 
resumes collected by the company over the past 10 years, 
reflecting the reality of the IT industry’s high male ratio. 
Amazon eventually abolished the AI program [3]. 

Interest in AI ethics is increasing with growing concerns 
that AI and algorithms based on big data may be biased. 
It is essential for developers and users to be aware so that 
AI is used for its intended purpose without compromising 
human dignity. Because AI does not have its own agenda, 
its use depends entirely on the values of the user. Because 
legal actions against AI crime are still inadequate and 
cannot determine its own ethics, there is an urgent need 
to review solutions for AI's use for social good. 

Recently in Korea, various measures regarding the 
ethics of AI have been proposed. At the beginning of this 
year, the government established a policy for AI ethics at 
a global level and developed action plans [4]. The Korea 
Communications Standards Commission began to establish 
ethical AI recommendations with the announcement of 
the Principles for Realizing a User-Centered Intelligent 
Information Society last year [5].

Following suit, Microsoft released AI Design Principles 
and separately Responsible AI Resources documents for 
its research personnel. These guidelines stated that AI 
technology should maximize efficiency while maintaining 
transparency, and that it should be based on trust. Google, 
which faced controversy over its partnership with the US 
military, announced seven ethical guidelines to ensure that 
AI technology will not be used as a weapons development 
or surveillance tool, and that it will not lead to racial, 
sexual, or political discrimination [6].

These ethical issues are not only difficult to determine 
responsibility, but they can also lead to a decline in the 
credibility of AI and big data algorithms, which is also 
linked to the survival of AI technology. In the end, for 
the sustainable future of AI technology, it is necessary to 
establish the relevant ethical norms and AI technology 
that can coexist with humanity in the future. AI's biased 
tendencies and unethical outcomes are "not AI's, but 
human's, and it is a view into society [7]." How this plays 
out in our complex world needs to be considered further 
[8]. 

Source:  Lee, Won-gap (2020. June 29). How to prevent sexual 
exploitation in AI?... Kakao is struggling to respond to 
'N-Room'. News2day. Retrieved from https://www.
news2day.co.kr/155435
Son, Seung-Hyun (2020. June 2). [AI Special Report] Why 
artificial intelligence ethics? Etnews. Retrieved from 
https://www.etnews.com/20200602000088
Park, Dahae (2019, August 16). How to prevent “AI gender 
discrimination” with AI that penalizes women. The 
Hankyoreh. Retrieved from http://www.hani.co.kr/arti/
society/women/905996.html
Baek, Bongsam (2020, January 2). AI that surpasses human 
knowledge...'people-centered' ethical standards are 
essential. ZDNet Korea. Retrieved from https://zdnet.co.kr/
view/?no=20191231230024
Lee, Kibeom (2019, November 11) KCC announces AI 
ethical principles... “People-centric, transparency, non-
discrimination” Bloter. Retrieved from http://www.bloter.
net/archives/360652
Kim, Seung-Jun (2020, July 13) “An even starter AlphaGo” 
…There is also a risk of AI discriminating against blacks.” 
News 1. Retrieved from https://www.news1.kr/articles/?3
985130article/20200520500335

[1]

[2]

[3]

[4]

[5][6]

[7][8]

Yujin NA

Korean Language and Literature, Yonsei University
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The Significance of the Digital New Deal

Image Source: Designed by Freepik/ Designed by Garrykillian, Freepik

Hayeon KIM

Graduate School of Journalism and Mass Communication, Yonsei University

In August, the Korean government announced 
the Digital New Deal, opening 140,000 major data 
sets including those related to national finance, the 
environment, and transportation in the hopes to build a 
“data dam” free to anyone to collect, process, and utilize 
the information. The government's Digital New Deal is a 
plan to be promoted under the goal of driving innovation 
based on new digital technologies such as data, network 
access, and artificial intelligence [1][2]. 

The public data used to build the digital dam refers 
to all data or public information created by public 
institutions. Because of the low barrier to entry, it can be 
used freely by anyone. Goodoc is a successful application 
that provides hospital and pharmacy information and was 
developed based on public data provided by the Health 
Insurance Review and Assessment Service [3]. During the 
spread of Covid-19, the application used data provided by 
the government to provide information on the location 
and quantity of government-issued masks in real time [3]. 
In addition, in the case of the Hogangnono application 
that lists real estate prices, the information was obtained 
through public data provided by the Ministry of Land, 
Infrastructure and Transport [4]. 

Meanwhile, when the data dam is built to make a 
large amount public, more attention should be paid to 
security and management. In particular, small businesses 
are likely to be vulnerable to cyber threats, so security 
capabilities need to be strengthened [5]. As it is still in 
the early stages of implementation, discussions on data 
security or management are not yet specific; however, 
the government announced that it plans to strengthen 
security through the introduction of a blockchain or 

public security cloud center, in addition to forming a 
cooperative council for public and private cooperation [2].

Now that data utilization is expected to become more 
frequent in the future, data literacy will be also become 
increasingly important. Data literacy refers to the ability 
to draw conclusions based on the meaning, patterns, 
correlations, or trends in the data, and determine and 
maintain proper use [6]. Data has become embedded 
deep in our lives and understanding it correctly is an 
essential skill in the Fourth Industrial Revolution. Together 
with the Digital New Deal, education programs to foster 
personal data literacy will be developed and conducted 
through cooperation with local governments. 

Source:  Ahn, Haneul (2020, July 15). “140,000 public data released... 
Digital transformation into 'data dam'”. The Hankook Ilbo. 
Retrieved from https://www.hankookilbo.com/News/Read/
A2020071509260005663?did=NA
Kang, Hyung-Seok (2020, August 1). “Building a data dam 
where expectations and concerns cross.” IT Donga. Retrieved 
from https://it.donga.com/30836/
Park, Kyung-jun (2020, July 8). “Prime Minister Chung finds 
notification app companies, ‘requires public data regulatory 
reform’”. Yonhap News. 
Retrieved from https://www.yna.co.kr/view/AKR202007081
48700001?input=1195m
Park, Seong-woo (2020, July 14). "Combining industry and 
data... Put 58.2 trillion won in digital new deals such as Data 
Dam.” Chosun Biz. Retrieved from https://biz.chosun.com/
site/data/html_dir/2020/07/14/2020071402512.html?utm_
source=naver&utm_medium=original&utm_campaign=biz
Jeon, Young-tae (2020, July 16). “Leading digital 
transformation with ‘data dam’… Administrative innovation 
with intelligent government.” Korea News Tongsin. Retrieved 
from http://m.xn--vg1bjkn41b4ga219dh6e.kr/10750
Carlson, J., Fosmire, M., Miller, C. C., & Nelson, M. S. (2011). 
Determining Data Information Literacy Needs: A Study of 
Students and Research Faculty. Libraries Faculty and Staff 
Scholarship and Research. Paper 23. https://docs.lib.purdue.
edu/lib_fsdocs/23

[1]

[2]

[3]

[4]

[5]

[6]
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Awareness and Vigilance of Online Scams

Reports of scams from shopping on websites or being 
scammed while trading game items online are prevalent. 
Platforms such as Auction and Gmarket have consistently 
led to concerns however victims continue to emerge and 
methods are becoming increasingly sophisticated. In fact, 
the damages from online scams in 2018 was approximately 
KRW 125.6 billion - a three-fold increase in three years 
[1]. With the recent spread of Covid-19, e-commerce has 
become more active, leading to an increase in cases. As 
demand for masks and hand sanitizers spiked, the number of 
fraud victims also increased. Seoul’s municipal government 
took action to strengthen online scam monitoring related to 
Covid-19 through the Seoul Electronic Commerce Center.

Cases include where people register a fake store on 
online shopping malls such as Auction, and receive payment 
without sending the product to the customers. In order to do 
this, scammers price the item much lower than the general 
market would call for, making it attractive to potential 
customers. After the shoppers make a purchase, the product 
is never sent, various excuses are made to lead them to a 
different site, or cash purchases are induced [2].

There are also internet pyramid schemes on P2P 
platforms in which goods or  game items are sold 
fraudulently [3]. The victims of the pyramid scheme earn 
money by reselling game items to others at a higher price 
after purchasing them, and then new purchasers resell them 
with an even higher markup, exacerbating the situation. 
Although it seems like they are making a profit at first 
glance, the items cease to sell at some price point, causing 
damage to the seller who is left with the overpriced and 
unsellable merchandise.

For consumers, fraud prevention services such as The 
Cheat can help. If a consumer suffers from online fraud, 
they can prevent further damage by sharing personal 
information such as the scammer's ID, account, and mobile 
phone number. If there is a suspicion of online fraud, they 
can prevent possible damage by searching the seller on 
the site in advance. In the case of overseas direct purchase 
on non-domestic sites, it becomes more difficult to obtain 

information about the sellers. The most important thing 
when shopping overseas is to first make sure the site itself 
is safe. The reliability of the online shopping malls could be 
checked through site determination services such as Scam 
Adviser and Webutation [4].

It is also important to verify the source of information to 
prevent fraud through fake news. Recently there has been a 
rise of link sharing through Covid-19 related fake news that 
automatically subscribes those who click it to a fraudulent 
gambling or investment site. For example, if you click a link 
to listen on a fake news site to check the daily number of 
Covid-19 infections, you can be directed to illegal gambling 
or investment sites. Therefore, news readers should always 
check the source of their information. They should make 
sure that their news comes from a reliable media outlet, and 
that the reporter's name and date of publication are stated. 
In addition, it is important to be cautious of excessively 
provocative article titles or articles with an unusually large 
numbers of shares.

As online fraud methods become more diversified 
and insidious, it can be hard for casual users to keep 
their finances safe. In order to minimize the damage, it is 
necessary for the consumers themselves to be aware of the 

different online fraud methods. 

Source:  

Image Source: Designed by macrovector, Freepik

Jisoo KIM

CTM, Techno-Art Division, UIC, Yonsei University

Yonhap News (2019, September 18). “Last year's Internet fraud 
damage KRW 125.6 billion… Tripled in 3 years". Maeil Business 
Newspaper. Retrieved from https://www.mk.co.kr/news/
politics/view/2019/09/742352/
Kim, Choong-ryeong (2016, February 20). Internet shopping mall 
discount? Doubt first”. Chosun Ilbo. Retrieved from https://news.
chosun.com/site/data/html_dir/2016/02/20/2016022000257.
html
Jang, Sejin (2020, July 19). “’Internet pyramid scheme’ P2P fraud. 
How victims occurred.” Jeonmin Ilbo. Retrieved from http://
www.jeonmin.co.kr/news/articleView.html?idxno=314082
Yang, Ji-seon (2019, February 1). “Beware of suspicious site 
transactions when buying overseas.” Korea Consumer Agency. 
Retrieved from https://www.kca.go.kr/home/sub.do?menukey=
4004&mode=view&no=1002765253

[1]

[2]

[3]

[4]
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What is a VPN and How is it Helpful?

A Virtual Private Network (VPN) is a private network that encrypts and transmits data while it travels from one place to another. 

VPN services work by connecting devices to the internet with the VPN switched on to one of the provider's servers, which provides 

the device with the IP address (a unique set of identifying numbers) of that particular server at the same time. Instead of using its IP 

address, it will change to one that belongs to the VPN provider. The internet connection is also encrypted (the process of converting 

data into code to prevent unauthorized access) between devices and the server that it's connected to.  Hiding original IP addresses 

allows access to the internet privately, to browse and break through uncensored websites, and prevents the device from being 

tracked or traced [1],[2]. 

If a VPN is used for the right objective, its advantages bypass its disadvantages. However, its usage should be restricted for children 

and teenagers. This is because they could be exposed to adult sites and watch unrestricted content inappropriate for their age. 

Therefore, a VPN should be used only for its intended purposes. 

Dulaney, Emmett (2009). CompTIA Security+ Deluxe Study Guide(pp.124). CA: WILEY. 
Bari, Christina (2017, October 26). The Ultimate Guide to Virtual Private Networks (VPN). AVG. Retrieved from https://www.avg.com/en/signal/
what-is-a-vpn-and-why-should-you-use-one
Mocan, Tim (2019, March 14). VPN Advantages and Disadvantages (Everything You Should Know). VPN. Retrieved from https://www.cactusvpn.
com/vpn/vpn-advantages-disadvantages/

[1]
[2]

[3]

Source:

The Advantages of VPN [3]

1. A VPN Hides Online Identity: Hiding IP addresses and encrypting online traffic, which means that digital footprints cannot be 

tracked. Online hackers won't be able to use the real IP address to find out personal details, and government surveillance agencies 

and Internet Service Providers (ISPs) won’t get to snoop on personal online traffic.

2. VPNs Help Bypass Geo-blocks: A way for providers of various content to control which geographic areas their websites, movies, 

music, and TV shows are available in. This allows providers to designate favorable locations depending on copyright regulations, 

licensing regulations, and various legal procedures.

3. VPN Services Secure Your Online Connections: Free Wi-Fi is often unsecured, meaning that personal data, such as credit card 

and bank account information, could be exposed anytime. However, by using a VPN these dangers will be eliminated.

4. A VPN Can Prevent Bandwidth Throttling: IWhen ISP limits personal bandwidth, it will effectively lower online speeds to 

“convince” users to purchase more expensive subscriptions and data plans. However, by connecting a VPN, ISPs won’t be able to see 

what you’re doing online, and thus would not be able to control bandwidth.

5. VPNs Can Bypass Firewalls: Easily bypass any firewall you encounter with a VPN since it hides your IP address

6. VPNs Make Online Gaming Better: Individuals can play illicit games wherever they want. Therefore, you'll get to play banned 

games, keep yourself safe from DDoS attacks, and avoid unfair IP bans.

7. VPNs Might Help You Avoid Online Price Discrimination: : Online retailers and airline companies sometimes like to display 

different prices to their website visitors based on which geographical region they are from. By using a VPN, you can access the best 

deals regardless of your physical location.

The Disadvantages of VPN [3]

1. VPNs Can Sometimes Slow Down Online Speeds

2. Using the Wrong VPN Can Put Your Privacy in Danger

3. Quality VPNs Cost Money

4. Not All Devices Natively Support VPNs

5. May Help Teenagers Access Restricted Sites for example adult content [3]. 
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Reflecting on Our Reliance on AI During Covid-19

Michelle S. KIM

Global Student Reporter and Researcher
Rotman School of Management, University of Toronto

Many firms are starting to incorporate AI as a fundamental part of their decision-making process. The general public is also 

interacting more with AI, from AlphaGo matches to Tesla's self-driving cars. However, Covid-19 has drawn increased attention 

to its features and drawbacks.

The pandemic’s effects are unprecedented, and AI is struggling to keep up. Andrea Gagliano, the Head of Data Sciences 

at Getty Images states that the issue with AI training in 2020 is the change in social and cultural norms - we are asking it to 

immediately interpret the new way we live with an updated context that it doesn't have yet [1]. Moreover, Gagliano mentions 

how systems need to be retrained to account for "redefined category parameters". The change met in the Covid-19 crisis is 

rapid and AI is unable to recalibrate these changes without hiccups. David Cox, IBM director at the MIT-IBM Watson AI Lab 

explains that correlations between different variables can be used by AI to leverage them to make better predictions, but 

radically changed customer behavior means that many of these old correlations no longer hold [2]. From panic buying to 

stockpiling goods, AI's role falls into irrelevance until its system catches up.

During the initial outbreak, many people were impressed by AI's predictive modeling. Many also believed that AI would 

be the crux in controlling the virus through contact tracing solutions [3]. However, governments with advanced AI programs 

are not necessarily doing better [4], and the general public has raised issues on privacy matters. Currently, machine and deep 

learning models are better at interpolation than extrapolation [2], and during this time where extrapolation is prioritized, the 

limitations of the current AI technology is revealed.

AI’s algorithms are inherently different from humans since they process and learn new materials at a remarkable pace. 

However, as this does not mean that they are bulletproof, we continuously need to challenge AI and test the system under 

various environments, and it is prudent to provide AI with contingency measures that override its existing algorithms in 

unforeseen circumstances. The Covid-19 crisis calls on users of AI to rethink their level of dependency on it and reflect on how 

AI can be improved upon for the future. 

Gagliano, Andrea (2020, August 2). AI is struggling to adjust to 2020. Techcrunch. Retrieved from https://techcrunch.com/2020/08/02/ai-is-
struggling-to-adjust-to-2020/
Dickson, Ben (2020, July 29). How the Coronavirus Pandemic Is Breaking Artificial Intelligence and How to Fix It. Gizmodo. Retrieved from https://
gizmodo.com/how-the-coronavirus-pandemic-is-breaking-artificial-int-1844544143
Centers for Disease Control and Prevention (Webpage). COVID-19 Contact Tracing. CDC. Retrieved from https://www.cdc.gov/coronavirus/2019-
ncov/daily-life-coping/contact-tracing.html
Greene, Tristan (2020, July 24). Here’s why AI didn’t save us from covid-19. TNW. Retrieved from https://thenextweb.com/neural/2020/07/24/
heres-why-ai-didnt-save-us-from-covid-19/

Image Source: Designed by Freepik
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Investment in a Digital Hub
of Regional Internet Connection for Latin America

Diego BUTTIGLIeRO

Global Student Reporter and Researcher
Graduate School of International Studies, Sogang University

Several countries are the historic drivers of ICT innovation, and 

previously, Latin American markets have not been one of them. 

According to the CAF Development Bank of Latin America [1], if the 

region "is capable of closing the digitization gap with the OECD" by 2030 

its productivity would grow above 3% per year [2]. In addition, it would 

generate "more than 700 million dollars of extra growth until 2030 and 

the creation of more than 400,000 annual jobs"[2]. 

However, this potential is faced with the reality of "244 million Latin Americans, 38% of the to-tal population that do not 

have access to the Internet", a gap that "is accentuated within the coun-tries of the region, between the urban and rural 

population, as well as between men and women, and between young and old adults”[2]. Moreover, according to a study by 

the Latin American Tele-communication Studies Center "to reach the OECD digitization levels by 2025, it would require 160 

million dollars of investment", which represents 60% more than the investment that is estimated to be made [2]. Furthermore, 

for this investment to have the desired outcome, it would be neces-sary to focus on universalizing broadband connections [2]. 

Based on these ideas, the CAF conclud-ed that "the development and consolidation of an interconnection infrastructure from 

and for the region" is crucial, and plans to "invest a significant volume of resources in defining the feasibility of the first major 

Digital Hub for regional internet interconnection in Panama”[2]. 

Despite the CAF being a bank and therefore looking at and framing reality from its financing perspective, it is interesting 

that their approach and the way of highlighting the lack of an infra-structure interconnection within the region resonates a 

lot with the idea of technological sover-eignty. We must consider the relationships among different countries within Latin 

America. With this in perspective, reaching 3% growth seems doubtful. Moreover, the plan to increase the in-vestment in the 

sector by 60%, targeting infrastructure in particular, does not guarantee social development at all. 

Thus, it seems possible that the new infrastructure would continue to widen the gap between the rich and the poor. ICT 

can only be constituted as real solutions for the marginalized in Latin America if they are accompanied and directed by other 

solutions and technologies: community, sovereignty, autono-my, and other policies. 

Image Source: Designed by fullvector/rawpixel.com, Freepik

Quiénes somos. (n.d.). Retrieved August 04, 2020, from https://www.caf.com/es/sobre-caf/quienes-somos/
Transformación digital para la América Latina del S. XXI. (n.d.). Retrieved August 04, 2020, from https://www.caf.com/es/conocimiento/
visiones/2020/02/transformacion-digital-para-la-america-latina-del-s21/
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In the wake of the murder of George Floyd by 
Minneapolis policeman Derek Chauvin, IBM announced 
that they will abandon their facial recognition algorithm, 
which had been provided to the law enforcement until 
recently. Studies by institutions such as MIT have shown 
that facial recognition AI of major companies including 
IBM were inaccurate in recognizing Asians, African-
Americans and Native Americans, whereas Caucasians 
showed a high accuracy rate (1). These findings raise 
serious ethical issues, as it illustrates that AI can reinforce 

structural and personal biases in society. The death of George Floyd and the racial bias found in AI algorithms compel us 
to contemplate the ethical and legal challenges that AI presents. In deliberating my own answer, I examined three articles, 
which include “New perspectives on ethics and the laws of artificial intelligence” by Eduardo Magrani, “Here’s how to 
regulate artificial intelligence properly” by R. David Edelman, and “Artificial Intelligence & Ethics: Beyond engineering at the 
dawn of decision-making machines” by Jonathan Shaw.

Although Magrani, Edelman, and Shaw all agree that AI needs to be governed, each author views the capability of 
AI differently. Magrani calls for general, high-level laws while Edelman suggests context-specific regulations, whereas 
Shaw claims the ethical awareness of developers as the key to governing AI behavior. In order to address the challenges 
presented by AI, I especially concur with Shaw that ethics must be integrated into computer science to educate developers. 
Furthermore, I believe that through education, everyone will be equipped to deal with AI in an ethical way.

To begin, Magrani, Edelman, and Shaw all acknowledge the necessity of regulating AI, as its behavior raises ethical and 
legal risks. Despite this consensus, the three authors view the capability of AI differently. Magrani regards artificial intelligence 
as a new type of autonomous entity. He insists that as AI develops, it becomes more adaptable and less predictable, forming 
its own pattern of behavior. This makes them “capable of influencing others but also of being influenced” (3), which reduces 
human control and increases its autonomy. According to Magrani, this autonomy allows AI to become an independent being 
that can affect how humans think, behave, and interact in novel ways. In contrast, Edelman sees AI as a tool with varied uses, 
not an autonomous entity. Thus, Edelman claims we must desist from viewing artificial intelligence as something more than 
a “multipurpose tool” (2). He insists that AI is not something independent or novel, but rather “upgrades to existing math 
and codes” (2). Similar to Edelman, Shaw quotes Barbara Grosz, professor of natural sciences at Harvard, to claim that AI is 
a remarkably powerful but “dumb system” (4). Shaw demonstrates that despite its incredible capacity and influence, AI is 
simply a machine that “lacks common sense and the ability to reason” (4), unable to learn one thing then apply it to another. 
Moreover, AI cannot assess the data it uses by itself – it can only apply the data to obtain a result. 

Despite viewing the capability of AI differently, Magrani, Edelman, and Shaw agree that AI behavior must be regulated 
but suggest different approaches toward regulation. Magrani differentiates AI from other technology as “moral machines 
that interact with citizens in the public sphere” (3) and calls for a new set of laws that can guide all AI development and 
production. Since the relationship between humans and conventional machines cannot be delineated, existing institutions 
cannot define nor regulate AI, which creates an ethical and legal vacuum. In order to eliminate this vacuum, Magrani 
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believes new laws must be established to ensure a responsible and ethical AI. Contrary to Magrani, Edelman views AI as a 
multipurpose tool and believes context-specific laws must be implemented. Edelman argues that AI “do[es] not necessarily 
raise novel issues” (2). Thus, Edelman asserts that the government must implement tailored regulations that respect how AI 
is used in a specific context (2). On the other hand, Shaw’s perception of AI as a potent but unintelligent machine prompts his 
approach that ethics must be integrated into computer science education. According to Shaw, addressing the problem “after 
[the] system has been designed” (4) is not always possible, so developers must deliberate about ethical concerns “before a 
system is deployed” (4) in order to govern AI behavior. 

While all the authors make valid points, Shaw’s approach to incorporate ethics in the computer science discipline is most 
compelling. As Shaw mentions, problems cannot be fixed “post hoc” (4) – after the machine has been employed. IBM is a 
case in point; if IBM had not withdrawn their facial recognition algorithm, that algorithm might have mistakenly pointed out 
the wrong person as a criminal, especially if he/she is not Caucasian. As a result, a racial minority might be falsely accused. 
This ominous possibility is made even more problematic by Shaw’s demonstration of AI as an incredibly powerful but 
unintelligent machine. For example, AI might inherit structural bias from humans and affect thousands without being able to 
assess if it is inflicting harm. By the time humans figure out what the AI just did, it might be too late to fully mend the losses. 
Hence, I concur with Shaw that preventive, not reactive, measures should be taken to avoid such a situation. Moreover, 
the most preventive measures can be taken by AI developers because they are the ones who lay the foundations of AI – 
they design algorithms and set the parameters for the algorithm’s dataset. Developers have the capacity to orient ethical 
behavior in AI – or greatly exacerbate the risks. Thus, it is of utmost importance that developers realize "in everything [they] 
design... there are always going to be normative questions at hand, every step of the way" (4). Therefore, as Shaw contends, 
AI developers must be educated through courses, conferences, or academic initiatives to possess the ethical reasoning skills 
necessary for dealing with normative questions. 

In addition to Shaw’s approach, I propose that AI ethics be incorporated into all systems of education to ensure that 
everyone acquires the requisite knowledge to deal with the ethical risks of AI. As AI interacts with more members of 
society, not only developers but also users will be positioned to influence artificial intelligence, as they become “actants” 
in a “sociotechnical system” (3), or factors in a network of humans and technologies. The challenge is addressing the biases 
persisting in our society that might be unconsciously transferred into AI through interactions with users. Once an AI inherits 
a bias from another actant, because it is a “dumb machine” (4), it can “reproduce and exacerbate inequalities” (4) that may 
harmfully affect a great number of other actants. Therefore, we must prevent unethical bias like this from being transferred 
to AI. To achieve this, we need to raise awareness of structural and personal biases that operate unconsciously and implicitly. 
Through AI ethics education, both developers and users of AI will be aware of the biases implicitly inherited by AI. Thus, 
drawing on Shaw’s idea, initiatives to integrate AI ethics education must be carried out in forms most suitable for various 
groups – classes for children, lectures for college students, and seminars for developers – to address the ethical challenges of 
AI. In order to correct and prevent AI bias, AI ethics must be taught to both users as well as developers. 

In conclusion, Magrani, Edelman, and Shaw take a distinct approach to addressing the ethical risks of AI offering differing 
views of AI capability. While I agree with Shaw’s idea of education in computer science as a preventive measure, I also believe 
that all members of society should be educated in AI ethics. By learning to recognize structural and personal bias in AI and 
correct it, we can forestall AI from inflicting damage. The flaws in IBM’s facial recognition algorithm clearly shows the ethical 
risks that might find its way into AI. What developers know and what they consider can substantially change the ethical 
behavior of AI. Now, we must use the classroom to raise awareness to ensure active participation in answering the ethical 
challenges of AI. 

Allyn, Bobby. “IBM Abandons Facial Recognition Products, Condemns Racially Biased Surveillance.” National Public Radio, 
9 June 2020, www.npr.org/2020/06/09/873298837/ibm-abandons-facial-recognition-products-condemns-racially-biased-
surveillance. Accessed 13 June 2020.
Edelman, R. David. “Here’s how to regulate artificial intelligence properly.” The Washington Post, 13 January 2020, www.
washingtonpost.com/outlook/2020/01/13/heres-how-regulate-artificial-intelligence-properly/?outputType=amp. Accessed 7 
May 2020.
Magrani, Eduardo. "New perspectives on ethics and the laws of artificial intelligence." Internet Policy Review, vol.8, no.3, 
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Accessed 7 June 2020.
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Magazine, 30 April 2019, www.harvardmagazine.com/2019/01/artificial-intelligence-limitations. Accessed 7 June 2020.

[1]

[2]

[3]

[4]

Sources:



16

BARUN ICT News

How to Apply Please, E-mail your CV to barunict@barunict.kr
Finalists will be interviewed individually

Benefits
• Up to 600,000 won scholarship per semester
• Opportunities to publish your articles in Barun ICT 

Newsletter & Global News
• Certificate of Global Student Reporters & 

Researchers, Barun ICT Research Center, Yonsei 
University

* Any questions, please contact 02-2123-6694,
barunict@barunict.kr(e-mail), barunict.org(home page)

Main Role

Hiring Feild

Responsibilities

Application

• Building Relations with International Experts
• Engaging in Cutting Edge ICT Research Projects
• Participating in Barun ICT Research Center Events
• Publish or Contribute to Barun ICT Global News 

Articles

Yonsei University Barun ICT Research Center

① Recruiting Research professor, Post-Doc

② Recruiting Administrative staff

③ Recruiting Intern, Researcher

Research that is in line with Barun ICT’s research 
objectives, exchanges and co-research with 
other universities, research centers, and public 
institutions.

Submit a resume, cover letter and research plan by 
email to barunict@barunict.kr

* For further information, please refer to www.barunict.kr, contact us at 02-2123-6694, or scan the QR code.

engineering: Computer Science/Engineering, 
Data Science, Artificial Intelligence (AI), Machine 
Learning (deep learning), or other relevant area
Social Science: Psychology, Sociology, Economics, 
Business, or other relevant area

* The Barun ICT Newsletter provides the latest information on ICT research trends, as well as results of innovative 
   research. 
* Please note that any external contributions to the newsletter (Columns, Global News) do not represent Barun 
   ICT’s official views.  
* If you would like to receive a monthly newsletter from Barun ICT via e-mail, please email us at news@barunict.kr.

Publisher Beomsoo Kim | Editor-in-Chief Miyea Kim
Editor Yoonhee Jang | Designer Gyounghwa Na
Translator Hyelyong Kim, Sungha Jo, Alexandra Stephenson

Yonsei University, 50 Yonsei-ro, Seodaemun-gu, Seoul 03722, Korea
+82-2-2123-6694   |   www.barunict.org

BARUN ICT Research Center Recruiting


