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“The 2nd OECD Global Forum on Digital Security for Prosperity”
Israel, Secrets of Success in Information Security Startups?

Barun ICT Research Center conducts research on various ICT issues to explore socially desirable solutions.
Barun ICT Research Center aims to contribute to healthy and ethical ICT society.

“In the IT industry, information security products and services 
act similarly as brakes do for cars. Brakes not only stop the car, 
but also make it possible to go faster.” (OECD, Andrew Wyckoff)

Israel information security companies are successfully 
expanding to the competitive global security market such as the 
United States and Europe. How can such a country in the middle 
east without a big population and land mass be able to produce 
information security companies that are able to compete 
globally?

At the second Global Forum on Digital Security for Prosperity 
hosted by OECD in London, January 14-15, the head of the 
National Cyber Bureau of Israel stated that The success and competitive advantage of information security companies 
comes from the systematic support of the Israeli government and the industrial ecosystem activation policy. First, 
collaborative development through research collaboration teams or labs are supported, which brings together excellent 
researchers from universities and industry experts to create products and services. Thus, corporate experts who 
know what products are needed in each country's security market are encouraged to develop products in teams with 
university researchers. Second, the government does not fund development and operation funds for startup teams or 
companies, but actively requires them to develop new products as needed. Once the product reflects the government 
security demand, the product is purchased and applied to the site without competitive bidding. It reflects the needs 
of public officials and the citizens while enhancing the quality and ease of use of the final products. Of course, this is 
not easy to adopt in countries where government procurement procedures are not flexible. Third, financing through 
the private sector is much more effective than government support for companies and helps them to enter the global 
market. In addition, it supports the cooperation between companies and information transfer on product technology. 
The French National Cybersecurity Agency (ANSSI) Guillaume Poupard also explained that the financial support from 
the government has little effect on industrial development and stressed that methods using investment firms or 
crowdfunding are more effective in promoting information security companies. 

In the annual conference of the Organization for Economic Cooperation and Development (OECD), a new working 
group on Working Party on Data Governance and Privacy (DGP) has been launched in response to changes in the era of 
digital innovation. At the meeting, Beomsoo Kim, the director of the Barun ICT Research Center, was elected the vice-
chair, and Steve Wood (UK) as chair. 

Written by: Beomsso Kim, Director of Barun ICT Research, Vice-chair of OECD Privacy Group
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Joohyun OH

Research Professor, Barun ICT Research Center, Yonsei University

Converting a Digital Minority into a Beneficiary
: Skills to Improve Cognition Among Older Koreans

Oh, Joohyun, Kang, Jeong-han (Forthcoming). Converting a digital minority into a digital beneficiary: 
Digital skills to improve the need for cognition among Korean older adults. Information Development.

BARUN ICT Research

This study examines how digital technology can contribute to the well-being of seniors, focusing on the relationship 

between digital utilization and need for cognition. This refers to “the personal inclination to participate in and enjoy 

work that requires cognitive effort”. For example, someone with a high need for cognition would enjoy debates and 

learning new solutions to a problem. It is different from intelligence; it can be viewed as a motivation or attitude 

towards behavior.

Need for cognition has been studied as a leading variable of specific behavior as a stable individual difference 

variable. Those with a low value face differences in ease of use of smartphones. In addition, and unlike TV, since digital 

media based on the Internet requires some cognitive effort, studies on the influence of need for cognition on the use 

of the Internet have been conducted.

So what is the impact of digital use on need for cognition? Although it is a stable individual variable, it is not fixed 

and can change with experience and time. Therefore, we looked at digital literacy as an accumulation of successful 

experience and have empirically analyzed the effect of digital literacy. Methodologically, two-stage least squares 

regression analysis was used to test the inverse causal relationship, and the analysis indicated that the higher the 

digital literacy in baby boomers and previous generations, the higher the need for cognition. These results show that 

need for cognition of older adults does not necessarily decrease with aging when efforts are made to improve digital 

literacy. This study is meaningful in that it suggests how digital technology can contribute to the well-being of older 

adults. 

Digital Skills Need for 
Cognition

IV: Age
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Yunmo KOO

Research Fellow, Busan Development Institute

BARUN ICT Research

Congruent Patterns of Outsourcing Capabilities
: A Bilateral Perspective

Yunmo Koo, YoungKi Park, Juyeon Ham, Jae-Nam Lee (2019). "Congruent Patterns of Outsourcing Capabilities: 
A Bilateral Perspective", Journal of Strategic Information Systems.

Multi-Vendor IT Outsourcing (MVO), which involves multiple vendors with diverse capabilities and technologies, 

continues to grow. Companies conducting MVOs are striving to effectively respond to rapidly changing business 

environments by securing not only internal resources but also IT Outsourcing (ITO). One of the major issues 

related to MVO is not only that the suppliers working together on a project have their own unique characteristics 

(structural, technical, and relational), but also differences in the scope of the project's performance and its roles and 

responsibilities. These things can lead to problems during the course of the project such as adjusting scope and solving 

technical problems. Existing research emphasizes advanced outsourcing capability as a solution to issues that may arise 

from the participation of multiple suppliers. However, today the organizational capabilities of clients and vendors are 

both important. This is because the complementary effect of the organizational competencies of the two sides based 

on reciprocal relationships with each other can affect the process and the final performance of the whole project.

Consequently, this study uses a bilateral perspective to simultaneously consider both client and supplier’s ability 

to emphasize dynamic composition and utilization of available resources on the final ITO performance rather than 

the resources owned by the organization. A fuzzy-set Qualitative Comparative Analysis was made on data collected 

from both customers and suppliers. Based on the results obtained, four propositions were made suggesting that the 

outsourcing capabilities of both the client and the supplier should be developed according to the project duration, 

amount, and the duration of both parties' prior work experience. 

Conceptual Model Bilateral Patterns of Outsourcing 
Capabilities for ITO Performance
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BARUN ICT Report

Korea Society of IT Services 2019 Fall Conference
“IT Cooperation Ecosystem for Co-creation”

2019. 11. 13 (Wed)
Korea Institute of Science and Technology Center (Gangnam station) 

Many consumers enjoy Starbucks features such as membership cards, which are examples of co-creation reflecting 

customer suggested ideas submitted online through the “My Starbucks Idea” tool. The word “co-creation” is discussed 

in C. K. Prahalad’s book, The Future of Competition, in which companies create new value by collaborating with various 

stakeholders with diverse interests. It is necessary to create an IT ecosystem that connects customers, businesses, 

governments, and other stakeholders for co-creation to work effectively. The Korea Society of IT Services held a 

meeting on November 13th at the Managing the Science and Technology Center under the theme of IT Cooperation 

Ecosystems. 

This conference was to discuss the development of an ecosystem where various industries can cooperate with IT 

services. More than 100 articles and cases were presented and keynote lectures by Prof. Sang-Moon Lee (Nebraska 

State University) emphasized the role of a living innovation ecosystem to contribute to a smart future. The conference 

organized a separate session around Information Protection, emphasizing the significance of information security since 

big data, AI, and 5G all utilize the information. 

The research on the development of Format-Preserving Encryption Technology (Jihye Kim and Daehwan Min, Korea 

University) considered the information security problem and how blockchain collides with the norm of personal 

information security systems that show technical efforts to protect information. Barun ICT Research Center (Yonsei 

University) informed the public of information security significance through the Asia Privacy Bridge Forum. Their 

researchers focused on developing personal information security strategies along with experts, and were able to 

analyze the current status of Korean information security strategies and share proper ways to build an innovative 

information security ecosystem.   

Miyea Kim  Research Professor, Barun ICT Research Center, Yonsei University 
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Is It Okay for Babies to Learn “Cyber Babble” First?
  [Yeonhap news] 19.10.02

When you search for “ㅏ ㅑㅣㅔㅎ아ㅣ”, which is gibberish and random Korean letters on YouTube, cartoons, 
children’s song, and even nursery rhymes come up. This is a phenomenon called “cyber babble” in which children who 
do not know proper language components randomly search for the letters that are matched with certain channels. This 
begs the question; is it okay for babies to learn “cyber babble” first?

According to the Ministry of Science and ICT, the rate of smartphone usage for children 
aged 3-9 increased from 60.8% in 2016 to 73.7% in 2018, and the risk of dependency on 
smartphones increased as well. According to research conducted by the Barun ICT Research 
Center, Yonsei University, 6 out of 10 parents responded that they let their children use 
smartphones in order to work without getting distracted. Beomsoo Kim, Executive Director 
of Barun ICT, pointed out that considering smartphones as a helping tool might encourage 
children's dependency on them. He further asked parents to pay more attention to infants 
using smartphones since frequent exposure to light or loud noises could harm their vision and 
hearing development. However, this may also be different for this generation, as smartphones 
have only recently come to a place of such prominence in daily life. A healthy environment 
should be a priority rather than relying entirely on easy and entertaining tools.   
Sources : https://www.yna.co.kr/view/AKR20190920107000797?section=digital/all

Mobile Game Shutdown? Smartphone Shutdown May Occur Instead. 
  [Cookie News] 19.11.03

During the National Audit of the Ministry of Gender Equality and Family on September 
23rd, Rep. Jong-pil Yoon emphasized the need for a “mobile game shutdown”. He said that 
the shutdown is to make sure teenagers have enough time to sleep, prevent overuse or 
internet game addiction, contribute to healthy development, and prevent social problems 
caused by game addiction. However, according to the Smartphone Usage Report (2016) 
conducted by Barun ICT Research Center at Yonsei, for elementary students the most 
frequently used applications were entertainment (40.2%) including music and video followed 
by games at 28.7%. On the other hand, middle and high school students used entertainment 
(34.2%) most frequently, while the usage of games decreased to 17.9% and the use of social 
media such as SNS increased to 15.6%. As such, some argue games should not be considered as the only factor causing 
over-immersion; even if it is not regulated at the government level, it is necessary to prevent overdependence by 
implementing policy in which parents can control smartphone use habits.  
Sources : http://www.kukinews.com/news/article.html?no=715679

Are You Invading Your Child’s Privacy?
  [SKT Insight SKT 5GX ICT Column, Barun ICT Research Center, Yonsei University] 19.10.07

How would you feel if your personal activities, such as taking a shower or using the 
bathroom, are shared on social media without your consent? In fact, many parents post their 
children’s pictures on social media - for the sake of recording memories and sharing with 
others - without having proper consent. Despite the positive intentions, disclosed personal 
information could be misused and even stolen. Later it could affect a child’s reputation once 
they are older or become a risk factor in exposing personal information. Consequently, it 
is important to acknowledge that pictures of children are their personal information and 
protect it accordingly.   
Sources : https://www.sktinsight.com/118290

BARUN ICT in Media
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He Yeon KIM

Graduate School of Information, Yonsei University

Have I Fallen into Confirmation Bias?

BARUN ICT Column

Sources: freepik

According to a recent experiment with YouTube 

users, YouTube's recommendation algorithm further 

enhances the bias of political news users. The results 

show that as YouTube watch time increased, users felt 

that their political content was unbiased and similar to 

their opinions. Furthermore, support for the political 

party increased with continued exposure to the 

recommendation system [1]. In addition, respondents in 

their 20s showed a stronger confirmation bias, defined as 

“only accepting evidence that support preconceived ideas 

and selectively collecting information that is beneficial” 

[2]. User Generated Content (UGC) is characterized 

by creators highlighting certain selected parts or 

promoting their opinions. Because the YouTube algorithm 

consistently recommends videos that users are shown to 

prefer, they are exposed longer to content that they tend 

to seek. This can lead to users continually watching videos 

of similar content increasing the chance of confirmation 

bias where we see what we want to see and believe what 

we want to believe. 

YouTube has made it possible for users to stay online 

longer through personalized recommendation services, 

and as a result, increased advertising revenue is leading 

to increased profit [3]. Facebook and Instagram also 

use recommendation services, and it is a common 

experience for an ad popping up based on their online 

shopping history. In addition, Netflix actively utilizes the 

recommendation service by arranging material that suits 

individual tastes to appear at the top of the screen [4].

Our daily lives may have become more convenient 

as the recommendation algorithms deliver tailored 

information to us. However over-personalized information 

risks shaping our lives by trapping us in a “filter bubble” 

and experiencing only the world within it. Consequently, 

we have to be cautious about algorithms that make us 

consume tailored information, and it is important to 

critically evaluate the content provided. 

 
Sources: [1] Kim, Hyojung. (2019, May 27). “5070 Accepting YouTube”. 

Weekly Chosun. Retrieved from http://weekly.chosun.com/
client/news/viw.asp?nNewsNumb=002559100011&ctcd=C02

[2] Jang, Gyeseong. (2018, October 10). “Fake News, Lives Off 
Readers’ Confirmation Bias”. Sisa Week. Retrieved from http://
www.sisaweek.com/news/articleView.html?idxno=114369

[3] Hwang, Sangjin. (2019, February 7). “God-tube Giving Rise 
to Confirmation Bias”. The Korea Times. Retrieved from https://
www.hankookilbo.com/News/Read/201902071782094618?did=
NA&dtype=&dtypecode=&prnewsid=

[4] Kim, Hyojung. (2018, May 28). [Filter bubble] Trapped in a World 
Filtered by AI. Weekly Chosun. Retrieved from http://weekly.
chosun.com/client/news/viw.asp?ctcd=c02&nNewsNu
mb=002509100003
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Ji Su KIM

CTM, Techno-Art Division, UIC, Yonsei University

Touch and Hear to “See”
: Innovative Display Technology for the Visually Impaired

In general humans process 70% of information visually 

[1]. We read, watch movies, and recognize people 

through our eyes - making the ability to see very important 

in our lives. However, visually impaired people face many 

difficulties in not being able to receive this information. 

Currently there are about 2.67 million people in Korea 

with visual impairments [2], accounting for more than 5% 

of the total population. However, there is new technology 

that allows them to receive visual information through 

other senses. Display technology allows them to see with 

their touch and hearing. 

The Dot Smartwatch, developed in Korea, is the world's 

first braille smartwatch [3]. Four dots raised on 3 rows 

and 2 columns inform the time, and if connected with a 

smartphone using an app, it can display emails, messages, 

and calls. This helps the user to read the news article by 

converting it to Braille, greatly improving the accessibility 

of the technology. 

In October, SHAPE Lab at Stanford University developed 

a touch-based 3D display to help the visually impaired 

design 3D objects with computers [4]. The display, 

consisting of several long pins, allows 3D object models 

to be shown through the different lengths of the pins. 

This allows users to visualize a solid representation 

through touch. Although it is still in the prototype stage, 

it is expected the technology to develop to the point 

where the visually impaired will be able to recognize the 

pictures on the screen.

Another technology provides visual information 

through sound. Racing-Auditory Display (RAD) technology 

is an interface developed to enjoy racing games through 

sound [5]. RAD notifies users of the speed of racing cars 

on the screen by changing the volume and informs the 

player of direction changes and other track information 

so that they can enjoy the game without looking directly 

at the screen. This technology has the potential to be 

applied to various games and displays in the future as 

well.

Technological improvements are valuable when they 

go beyond personal use but are for improving the overall 

quality of life for all human beings and overcoming their 

limitations. Particularly in today's increasing value of 

information, providing visual information through touch 

and hearing to the visually impaired with poor display 

accessibility will be a great step towards enabling our 

society to become more inclusive through technology. 

Sources: [1] Jang, Laehyeok. (2006, August 24). “What Do Our Brains Do 
When We Close Our Eyes?” Ohmy News. Retrieved from
http://www.ohmynews.com/NWS_Web/View/at_
pg.aspx?CNTN_CD=A0000355071

[2] Ministry of Health and Welfare (2018). “The  Eestimated 
Population of Persons with Disabilities Nationwide is 2.67 
Million, or 539 per 10,000.” Retrieved from http://www.
mohw.go.kr/react/al/sal0301vw.jsp?PAR_MENU_ID=04&MENU_
ID=0403&page=1&CONT_SEQ=344591

[3] Jung, Hyeseon. (2019, March 15). Send a Text to the Braille 
                      Smart Watch, ‘The Dot Smartwatch’”. Bravo My Life. Retrieved 
                      from http://bravo.etoday.co.kr/view/atc_view.
                      php?varAtcId=9533

[4] Kubota, T. (2019, October 29). Stanford Increasing access to 
3D Modeling through Touch-Based Display. Stanford News. 
Retrieved from https://news.stanford.edu/2019/10/29/
touchable-display-helps-blind-peoplecreate/

[5] Evarts, H. (2018, March 6). For Blind Gamers, Equal Access 
to Racing Video Games. Columbia Engineering. Retrieved from 
https://engineering.columbia.edu/press-releases/rad-blind-
video-games

BARUN ICT Column

Sources: freepik
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Yu Jin NA

Korean Language and Literature, Yonsei University

ICT Solutions for ICT Misuse

Cases of misuses of ICT technology are growing, and 

there are few legal regulations or solutions related to 

these new crimes. What are some ways to prevent abuse 

and minimize damage in such an environment?

One example of the possible answer to this question is 

the illegal content security platform ZEROFOX, a digital 

security platform which provides services to detect and 

delete illegal content. This includes fake news, malicious 

comments, and copyright infringements. Not only can it 

detect functions related to the commercial interests of 

a company, but also search the Dark Web for material 

such as child pornography. This security platform is much 

simpler than traditional countermeasures because the 

procedure of retrieving and collecting the data, consulting 

legal authorities, and business requests were omitted. 

Not only do they have access to their own DBs, they 

are also connected to application interfaces (APIs), and 

detect illegal content using powerful ICT technology [1].

In order to detect and eradicate illegal content more 

efficiently, it is important to have the ability to run 

advanced ICT technologies quickly. Examples include 

the ability to translate and analyze various languages 

using AI, natural language processing (NLP), and digital 

image recognition. If Deepfake is synthesizing images 

with AI, the technology for detecting Deepfakes needs 

to go beyond this and equip machine learning based on 

advanced AI technology. On the other hand, efforts are 

also needed to accumulate a wide range of databases and 

keep them updated [1]. 

Work is underway to prevent the possibility of 

technology abuse in the ICT field at an institutional level 

as well as in private companies. The Presidential Council 

on Intellectual Property announced the Top 10 Policy 

Issues in 2020, stating that improving related legislation 

such as big data processing and applying immunity to 

copyright infringement that may occur during analysis 

is urgently needed. In Korea, unlike in the US and Japan, 

companies have difficulty in securing machine learning 

data necessary for AI technology development because 

the copyright restrictions on data mining are unclear 

[2]. Data mining is the process of analyzing big data by 

discovering new models derived from new data to make 

decisions [3]. ICT technology research based on big 

data can be accelerated when regulations are made for 

copyright infringement that can occur during big data 

handling. 

When a new technology emerges in any field, there 

are cases of misuse that emerge with it. This also applies 

to ICT. There are many examples of misuse including 

copyright infringement and fake news. It is necessary to 

strengthen the security of the content and the data itself 

and to prepare preventive measures to make it difficult 

for third parties to misuse the technology. If a case of 

misuse or infringement occurs, it is necessary to quickly 

detect and delete the content before damage spreads. 

Sources: [1] Kim, Bongu. (2019, November 7). “Illegal Content Response 
Solution 'Zero Foxx' Launches in Korea… "Get Rid of Fake 
Accounts". The Korea Economic Daily. Retrieved from https://
news.naver.com/main/read.nhn?mode=LSD&mid=shm&sid1=10
5&oid=015&aid=0004237528

[2] Choi Ho. (2019, November 7). “Enforce Big Data Copyright 
Infringement Regulations” Etnews. Retrieved from https://news.
naver.com/main/read.nhn?mode=LSD&mid=sec&oid=030&aid=
0002850344&sid1=001

[3] Doopedia. “Data Mining”. Retrieved from https://terms.naver.
com/entry.nhn?docId=1179774&cid=40942&categoryId=32841 

BARUN ICT Column
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Brazilian Bill to Link Personal Identification with Social Media

Luca MeDeIrOS

Global Student Reporter and Researcher
College of Information & Communication Engineering, Sungkyunkwan University

A bill presented this June to Brazil’s House of Representatives aims to make “any service that allows the public 

disclosure of personal content”, such as social networking sites, require the binding of personal identification of their 

users to their respective accounts. It aims to facilitate the identification of offensive, criminal, and fake news authors, 

as well as pinpoint fake profiles [1].

According to Fábio Faria, “The initiative to require a valid public ID to be linked to online social media accounts does 

not eliminate all problems, but facilitates accountability. Identifying these unwanted users on the network is the first 

step for the supposed freedom of the network to respect fundamental individual rights”. When asked if the proposal 

indicates any type of censorship and countermeasures toward the risk of criminals obtaining or using personal data 

illegally, Congress simply stated “we have to be careful”. [2]

Supporters of the bill argue that there would be no technical difficulties or high costs for the implementation of 

the measure because it only readjusts the registration of SNS applications to include verifiable data. However, as 

the Congressman stated, this bill should not be rushed without proper consideration of its implications for society. 

For example, it restricts the free enterprise of social networks and endangers information security and privacy. With 

the advancement of technology regarding illegal cyber activities, there are alternative methods of tracking criminals 

without compromising public information. 

Source: [1] Portal Da Câmara Dos Deputados, https://www.camara.leg.br/proposicoesWeb/fichadetramitacao?idProposicao=2207075. 
[2] Redação (2019, September 20). Projeto de lei quer vincular CPF e CNPJ a contas em redes sociais. Veja. Retrieved from https://veja.abril.com.br/

tecnologia/projeto-de-lei-quer-vincular-cpf-e-cnpj-a-contas-em-redes-sociais/.

BARUN ICT Global News
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Blockchain Technology to Address Food-Security in India

rahul rAJ

Global Student Reporter and Researcher
Graduate School of International Studies, Yonsei University

With the second largest population in the world, India ranks 103 out of 119 countries on the Global Hunger Index 
in 2018, and is also listed as one of 45 countries that have “serious levels of hunger” [1]. However like the rest of the 
world, there is a juxtaposition of food surplus, waste, insecurity, hunger, and starvation in the country. India actually 
produces enough to feed its population - as Amartya Sen states, “the food insecurity in India is not because of lack of 
food, rather inefficient supply chain systems” [2]. With inefficiency in food procurement, lack of real-time data of food 
storage, distribution, and proper traceability, better management is possible through the use of blockchain technology. 
Incorporating it into public distribution systems will not only improve efficiency by eliminating manual errors, providing 
real-time data updates for better traceability and secure transactions, but also diminish or eradicate entirely the 
involvement of corrupt intermediaries in the supply chain [3].

The World Food Programme has been using innovative blockchain technology to enhance its ability to provide 
effective assistance in many ways. Blockchain technology allows for a plethora of benefits; in addition to tracking 
supply chains, it also oversees transfers, especially for refugees and extremely poor beneficiaries who neither have 
valid identification nor bank accounts [4]. Blockchain makes financial instruments easily accessible, assigns unique 
identity, and performs the desired objective with transparency. Retailers and food companies such as Walmart, Nestle, 
and Unilever have even partnered with IBM to use blockchain technology to monitor their entire food supply chains 
[5]. Similarly, India can also incorporate blockchain technology into its food supply and other direct benefit transfers 
from the government to targeted beneficiaries. At the heart of this supply chain, blockchain technology will eventually 
empower farmers and the financially-excluded poor population in the country as well. Overall management costs will 
shrink and farmers’ income would increase, making them less vulnerable to price fluctuations in the market, negative 
influence of corrupt intermediaries, and unpredictable anomalies rising from adverse effects of climate change.  

Agricultural productivity, the farmers’ financial conditions, food security, poverty, and transparent and accountable 
governance are all interrelated aspects. Frontier technologies like blockchain not only make agriculture smarter, 
distribution systems more efficient and transparent and financially include poor farmers, but also address food 
security and starvation in India. However, there are several challenges that must be addressed before the actual 
implementation to ensure its overall success. Blockchain technology requires an enormous amount of energy as well 
as technical expertise to handle the vast cyber systems. With energy issues in India, the lack of local expertise, and 
low public confidence in technology, strong government intervention is needed, especially in providing renewable, 
efficient energy, adequate training programs to technicians and local officials, and raising public awareness on accurate 
information about the positive impacts of blockchain. Despite the drawbacks, however, blockchain has much to offer in 
terms of achieving food security and eradicating hunger in India. Likewise, effective partnerships and inclusive policies 
are imperative when using blockchain technology to solve food security challenges in the country. 

Source: [1] The Economic Times (2018, October 15).  India ranks 103 on global hunger index. The Economic Times. Retrieved from https://economictimes.indiatimes.
com/news/economy/indicators/india-ranks-103-on-global-hunger-index/articleshow/66226877.cms?from=mdr

[2] Sofi, J. (2018, December 11). How Blockchain Can Be Used to Address Food Security in India. Millennium Alliance for Humanity and Biosphere. Retrieved 
from https://mahb.stanford.edu/blog/blockchain-can-used-address-food-security-india/

[3] Mehdiratta, M. (2018, June 19). Implementing Blockchain in India. INVEST INDIA. Retrieved from https://www.investindia.gov.in/team-india-blogs/
implementing-blockchain-india 

[4] Smith, A. (2019, April 11). How the World Food Programme uses blockchain to better serve refugees. ITU News. Retrieved from https://news.itu.int/how-
the-world-food-programme-uses-blockchain-to-better-serve-refugees/

[5] Kirsten, S. (2018, August 21). 'Food Trust' partnership uses blockchain to increase food safety. ITU News. Retrieved from https://news.itu.int/food-trust-
blockchain-food-safety/

BARUN ICT Global News
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A Borderline to WhatsApp’s Encrypted Messages

Wihogora XANDrA

Global Student Reporter and Researcher
Department of Materials Science & Engineering, Yonsei University

Social media platforms were once innocuously used to share personal stories to help strengthen and expand 
an individual’s social life and network. However, as technology advances, criminals have taken such harmless SNS 
functions to assist their illegal plans, especially in direct messages since conversations cannot be seen by a third party [1]. 
Subsequently a solution termed, “opening the backdoor” has been suggested as one method to protect people from 
crimes. Will this be welcomed by society?

In 2016, Facebook, the owner of the world’s most popular social media, WhatsApp, launched an end-to-end system 
to every form of communication on their application in which every message sent is encrypted, ensuring that it is 
only seen by the receivers. According to Bloomberg and The Times, due to a new treaty between the UK and the US, 
Facebook will involuntary be asked to build “backdoors” into messaging apps to better help in investigation [2]. With 
this policy being established, social media companies and law enforcement agencies will have the ability to decrypt 
data sent and received between users. 

However, privacy advocates and social media managers are opposed to this policy. First, privacy advocates argue that 
this policy will increase the number of vulnerable points for hackers or even legal authorities working in companies 
or enforcement agencies to access private chats without permission. In other words, the treaty renders the usage of 
people’s personal information uncontrollable to a larger extent. Second, social media managers like Facebook CEO 
Mark Zuckerberg also disagree with the treaty because it goes against the original purpose of social media sites. While 
strengthening user privacy as the key point of a social network’s goals, Zuckerberg emphasized that social networks 
give people freedom to be who they are. He insisted that the treaty created a situation in which a human right was 
being compromised [1]. 

The end to end encryption of WhatsApp ensures users that neither WhatsApp nor the government can access 
the message content. Though the general user will enjoy this function, this encryption has also been exploited for 
darker purposes. Criminals and potential terrorists could use this platform to keep their illegal activities away from 
the government’s prying eyes [3]. This is where the controversy occurs. Whereas the government aims to prevent 
criminals perhaps at the cost of breaking the encryption and privacy, Facebook argues that social media privacy is an 
indispensable human right.

Both proponents and opponents of this new policy have valid arguments. Since the policy does not yet have full 
support, both parties should consult each other and revise the treaty. On the one hand, we cannot ignore surveillance 
of private messages which is done illegally (or legally) on social media platforms. On the other, there should also be a 
few backdoors to facilitate investigators collecting evidence and preventing crimes. 

Sources: [1] Anthony, C. (2019, September 30). WhatsApp ‘Back door’ could allow police to snoop on Private messages. Retrieved from https://www.independent.
co.uk/life-style/gadgets-and-tech/news/whatsapp-backdoor-police-facebook-encryption-privacy-a9126411.html. 

                 [2] Wikipedia [Web] https://en.wikipedia.org/wiki/End-to-end_encryption
                 [3] Wikipedia [Web] https://en.wikipedia.org/wiki/Backdoor_(computing)
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